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NCS Briefing: Tax Office warns of scam email

Dear clients and colleagues,

We have received the following warning from the ATO. Please read carefully and if you receive an email
similar, ensure it is deleted immediately.

Regards.....Andrew

Tax Office warns of scam email

The Tax Office is warning people about a fraudulent email being circulated that claims to offer a refund
from the Tax Office.

The email is similar to a scam from June and fraudulently uses the Tax Office logo and the words
‘Australian Taxation Office — Notification’ or “Australian Taxation Office — Please Read This’ in the
subject line (there may also be variations to these titles).

Acting Tax Commissioner Greg Farr said anyone who receives the email should delete it immediately.

The email asks people to click on a link which redirects them to a bogus website that looks similar to the
Tax Office website and asks for credit card and personal details in order to receive a refund.

The email and website are not affiliated with the Tax Office in any way.

“With the 31 October deadline for tax returns approaching, people should be particularly wary of any
unsolicited emails claiming to be from the Tax Office,” Mr Farr said.

“The Tax Office will never send an email to people asking them to provide personal information or credit
card details.”

The Tax Office has notified relevant authorities who are investigating.

As an extra precaution people should type internet addresses directly into their internet browser rather
than clicking on hyperlinks embedded in emails.

People who have entered their credit card information through this email should contact their credit card
provider immediately and report a possible compromise.
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From:

Sent: Manday, 15 October 2007 23

To: I

Subject: Australian Tzaxation Office - MWotification.

! Australian Government
i ¢ Australian Taxation (flice

Please Note: After the last annual
calculations of your fiscal activity we have
determined that you are eligible to receive a
tax refund of:

270% Al
Please submit the tax refund request and Tseion Oifce)
agllow us 15-30 days in order to process it.

A refund can be delayed for a variety of

reasons. For example submitting invalid

records or applying after the deadline.

To access the form for your tax refund,click

here

INTERNET E-MAIL CONFIDENTIALITY/DISCLAIMER

Privileged and confidential information may be contained in this e-mail. If you are not the intended recipient of this
communication, any use, reliance upon it, disclosure or copying of this email is prohibited and unlawful. Please delete and
destroy all copies and kindly notify the sender by return e-mail. Any views expressed in this communication are those of the
individual sender except where the sender specifically states them to be the views of Nicholls Corporate Services Pty Ltd. Except
as required at law, we do not represent warrant and /or guarantee that the integrity of this communication has been maintained
or that it is free of errors, viruses, interception or interference.




